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WHEREVER SAFETY AND SECURITY ARE CRITICAL, THALES DELIVERS.
TOGETHER, WE INNOVATE WITH OUR CUSTOMERS
TO BUILD SMARTER SOLUTIONS. EVERYWHERE.
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Embedded Gateway / C2 Edge Cloud
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| Power consumption with HW/SW integration !
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| Intfegration and openness

Embedded Gateway / C2 Edge

A continuum mixing the constraints

End to end cybersecurity is required !
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«Always » and « Never » demonstration

. Analysis of intended functions
. Absence of unintended or malicious functions
. Determinism / partitioning

Traceability and compliance
Analysis of derived requirements

History of service
Randomness ° Q

Responsible disclosure of problems

Impact of residual problems (low-risk)
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Franee Impact on architecture
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Mix-criticality requirements increases the need of HW/SW partitioning and a
strong separation of concerns between :

- Safety critical features
- Security critical features
- Agile (updatable) and open (extensible) services

Safe and Secure hypervisors as part of the solution !
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- Not necessary adapted to our markets (mass vs niche)
) - Made of heterogeneous accelerators (no clear SW programming model)
- Includes complex BIOS / firmware on chips

End of Moore’s law is balanced by hardware optimization :

Safety and security of COTS often requires introduction of complex monitoring!

This makes HW usage difficult, expensive and suboptimal !
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SAFETY

No black-box

SOFTWARE

PERFORMANCE
large ecosystem

State-of-the-art processor o compatible across
\ implementations

SWaP

TRUST LC : Exact fit between features
v 4 F and application needs

a fully auditable processor
NO VENDOR-LOCKING

a SME business to develop
custom version is being
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Francs Open Source Hardware ?
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Open Source Software - Definition Hardware design files are Open
SR SR S oS Sourced

“OSS is licensed software in which the source code is made available to
users to enable them to modify it for their own purposes and
(within certain restrictions) redistribute original and derived works
as they see fit.”

No one has exclusive control over the term “open source” ¢ SChematICS, tOpog raphleS
Not an enforceable copyrighted term or trademark . .
Open Source Initiative (OSI) www opensource org — was * BOM, Dfl”, PICk and PlaCe, s
founded in 1998 & has unofficial power over the core concepts
« HDL sources
& * Mechanical drawing
Source: Gamner: “Lesm e Sasic Aincdies of Opan-Saurce Sofware”, 16Nov 2006 102 GO014871

.+ Firmware (sources & bitstreams) %

ARDUINO

open source
ardware

' ‘oren P

<2« Compute Project®

From Open Source Software ... ..to Open Source Hardware

THALES
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The rise of Open-source COmputing
——

Itis good for ompetition—and may offer q Way to ease the tech war
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to stop
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working

44 Chip (SoC, IP, FPGA)

910 (Memory, network, storage)

31 Services (Fab, design Services)

25 Software (Dev tools, ﬁrmware, 0s)

24 lndustry (cloud, mobile, HPC, ML, automotive)
31 Research (Universities, Labs, other aliiances)
150+ Individya) RISC.v developers and advocates
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GREENWAVE!
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CHIPS
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“lower the cost of development. Companies
and individuals can work together to develop
open source CPUs, various peripherals, and
complex IP blocks”
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“OpenHW provides an infrastructure for
hosting high quality open-source HW

developments in line with industry best
practices.”
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rance . Open Source leading to Open Innovation .
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. OPEN SOURCE
REMOVE oy BUSINESS
UPFRONT BARRIERS o= OME MODELS
(OPEN STANDARDS) N ENCOURAGE
INNOVATIONS

%

SHARE COST DESIGNED AND
AMONG USERS OWNED
BY A COMMUNITY
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France - OSHW - Hype or trend ??7?
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Hello everybody out there using minix -

I'm doing a (free) operating system (just a hobby, won’t be big and

professional like gnu) for 386(486) AT clones. This has been brewing
since april, and is starting to get ready. I’d like any feedback on

things people like/dislike in minix,

Linus ([email protected]) - August 91

PS. Yes — 1it’s free of any minix code, and i1t has a multi-threaded fs.
It is NOT protable (uses 386 task switching etc), and it probably never
will support anything other than AT-harddisks, as that’s all I have :—(.
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Mission-critical embedded systems become more and more complex (Safety,
Security and SWaP) and mass market hardware is less and less adapted.

Open innovation in hardware is a transformation bringing digital revolution to the
physical world (from cloud to field)

Thales decided to leverage RISC-V initiatives and to provide a safe and secure
point of view in open source hardware communities.

This revolution not only concerns open standard and open source, but the full
open source ecosystem (from academia to business and communities, from tools to culture)

ardware
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